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BlueSecureÊ Wireless Networking

Open, secure, scalable enterprise-class WLAN solutions
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Presentation Agenda

ÅIntroduction to Bluesocket
ï Company Mission and Value Proposition

ÅThree Customer Scenarios
ï Deploying a New Wireless Network

ï Improving an Existing Wireless Network

ï Enforcing a ñno wirelessò policy

ÅRecent Bluesocket Information
ÅCompetitive Comparisons
ï Cisco/Airespace, Aruba, Trapeze, Meru

ÅCustomer Case Studies
ÅSummary
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Mission Statement

ÅBluesocket provides the most open, secure and scalable WLAN 
solutions to small and medium sized enterprises

ï The most open solution

> Works with all common network infrastructure without ñforkliftò upgrades 

> Not dependent on proprietary ñextensionsò for full functionality 

ï The most secure solution

> Enforce large numbers of user and application policies simultaneously 

> Authenticate users against all common authentication servers

> Deny network access to worm or virus-infected client devices 

> Deny network access to unauthorized clients and APs 

ï The most scalable

> Solutions for small workgroups through the largest campus networks

> A multi-vendor management solution for multi-site networks Back
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Bluesocket
The Leader in Open Wireless Security and Management

ÅDelivering solutions to customers for four years

Å1700+ customers in 45 countries worldwide

Å200+ VAR/Reseller partners worldwide

Å700+ Higher Education/Universities

Å300+ Healthcare Institutions

ÅGrowing presence in Government and Public 

Sector Markets

http://www.orange.com/default.asp?UID=05000122002/010000000000&UAT=
http://www.bestwestern.com/main.html
http://www.jnj.com/index.jsp
http://www.scrippshealth.org/default.asp
http://images.google.com/imgres?imgurl=www.chilledfood.org/images/company%2520logos/del%2520monte%2520logo.gif&imgrefurl=http://www.chilledfood.org/members.htm&h=120&w=150&prev=/images%3Fq%3Ddel%2Bmonte%2Blogo%26start%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=barrastrait.com/Marina/Bacardi%2520logo.gif&imgrefurl=http://barrastrait.com/Marina/marina%2520page.htm&h=172&w=180&prev=/images%3Fq%3Dbacardi%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8
http://www.honeywell.com/index.html
http://www.umich.edu/
http://www.uga.edu/
http://www.ucla.edu/
http://www.rutgers.edu/
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Bluesocket Product Portfolio

ÅBluesocket Controllers

ï BSC-5000

ï BSC-2100

ï BSC-1100

ï BSC-400

ÅBluesocket Access Points

ï BAP-1500

ï BAP-1540

ÅBluesocket IPS/IDS

ï Whole building sensor

ï Integrated AP/sensor

ï Portable sensor

ÅBluesocket Management

ï BlueView Management System

ï Guest & Billing Applications

ï LAN Planner
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Many Customers in Many Vertical Markets

ÅEducation
ÅHealthcare
ÅGovernment
ÅFinance
ÅManufacturing
ÅEnterprise

Back

http://www.orange.com/default.asp?UID=05000122002/010000000000&UAT=
http://www.bestwestern.com/main.html
http://www.jnj.com/index.jsp
http://www.scrippshealth.org/default.asp
http://images.google.com/imgres?imgurl=www.chilledfood.org/images/company%2520logos/del%2520monte%2520logo.gif&imgrefurl=http://www.chilledfood.org/members.htm&h=120&w=150&prev=/images%3Fq%3Ddel%2Bmonte%2Blogo%26start%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=barrastrait.com/Marina/Bacardi%2520logo.gif&imgrefurl=http://barrastrait.com/Marina/marina%2520page.htm&h=172&w=180&prev=/images%3Fq%3Dbacardi%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8
http://www.honeywell.com/index.html
http://www.umich.edu/
http://www.uga.edu/
http://www.rutgers.edu/
http://www.harvard.edu/
http://www.ohio.edu/
http://www.fsu.edu/
http://www.ufl.edu/
http://www.gsu.edu/index.html
http://www.gatech.edu/
http://www.ucla.edu/
http://umassathletics.collegesports.com/
http://www.tufts.edu/
http://www.london.edu/
http://rds.yahoo.com/S=96062857/K=pilgrims+pride/v=2/SID=e/l=II/R=1/SS=i/OID=f7314250c9223448/SIG=1gds30vke/EXP=1120107019/*-http%3A//images.search.yahoo.com/search/images/view?back=http%3A%2F%2Fimages.search.yahoo.com%2Fsearch%2Fimages%3Fp%3Dpilgrims%2Bpride%26fr%3DFP-tab-img-t%26toggle%3D1%26cop%3D%26ei%3DUTF-8&h=192&w=170&imgcurl=www.onthefarmradio.com%2Fpilgrimspride.jpg&imgurl=www.onthefarmradio.com%2Fpilgrimspride.jpg&size=10.6kB&name=pilgrimspride.jpg&rcurl=http%3A%2F%2Fwww.onthefarmradio.com%2Fpilgrimspride.htm&rurl=http%3A%2F%2Fwww.onthefarmradio.com%2Fpilgrimspride.htm&p=pilgrims+pride&type=jpeg&no=1&tt=56&ei=UTF-8
http://www.provo.lib.ut.us/index.html
http://www.udayton.edu/index.html
http://www.ucsd.edu/index.html
http://www.uncc.edu/
http://www.pitt.edu/
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Three Customer Scenarios

I Need Wireless

How Do I Deploy 

Successfully?

I Have a ñNo 

Wirelessò policy

How can I 

enforce this?

I already have a wireless 

network but need to 

improve it (Security, New 

Applications é)

Back
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Milestones in Deploying an Enterprise WLAN

Deploying a radio infrastructure

Securing

Providing a constant service

Managing

Back
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Providing a Radio Infrastructure

ÅCoverage Planning:
ÅHow many APs do I need?
ÅWhat kind of APs do I 
need?
ÅWhere should I place 
them?

ÅDeployment Planning:
ÅInstallation
ÅConfiguration
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Wireless LANPlanner: Quick Start AP Placement

1. Initial Facility Floorplan 

Walls, windows and support 
beams each have a unique 
impact on your wireless signal. 

2. Enter Proposed User Requirements

With LANPlanner, the unique user requirements 
of each part of the facility can be documented to 
ensure proper coverage.

200 Internet Users in 
Conference Hall

4 Users with 
Streaming Video6 Executives in 

Suite of Offices

3. Software Automatically Recommends 
AP Placement 
LANPlanner software evaluates the impact of 
both the floor plan and the proposed user 
requirements to recommend the best
placement of access points in your facility.

A network designer can than adjust the
placement and view the impact of any
potential changes.
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Wireless LANPlanner Features

Features Benefits

Prediction Visualize WLAN service coverage based on RSSI (Received Signal Strength 
Indicator), SIR (Signal to Interference Ratio), SNR (Signal to Noise Ratio), throughput 
and bit error rate

2D/3D Modeling Displays 2D and 3D representation of the deployment conveniently captures and 
organizes all relevant information regarding both the WLAN and the physical 
environment

Proposals Quickly generate formal bids and create specification documents for proposals

Documentation Vital asset location, configuration information, and maintenance records are stored in 
a flexible 2D/3D model for troubleshooting, simplified network management and 
network upgrade planning

Bill of Materials Generates highly accurate bills of materials for the purchase of equipment and 
materials
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Deploying the APs

ÅChoice of indoor and outdoor APs with 
directional and omni-directional antennas
ÅPoE ï802.3af for deployment flexibility
ÅSupports all relevant WFA certifications 
for 802.11 a/b/g
ÅSophisticated Multiple BSSID and VLAN 
management to implement highly 
differentiated services
ÅZero-config installation for low cost of 
deployment 
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Bluesocket Zero-Config APs

ÅDesigned for BlueSecure controller environments
ÅController-based dynamic power and channel selection optimization
ÅRobust tunneling protocol allows AP placement anywhere on the LAN

L3 Router BlueSecure Controller

Routed Network

Layer 3 Tunnel
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DynamicRFÊ

ÅOld Way ïManual Static RF 

>Configure AP and manually make changes ñifò 

you know about issues in the RF environment

>Reacitve ïñWireless is Slowò, ñWireless 

doesnôt workò

>Not predicable for low latency applications like 

VoIP

ÅNew Way - DynamicRFÊ 

>Automatic AP channel and power adjustments 

to avoid noise, interference and neighbors

>Self-Healing to correct for AP Failures

>Client Load Balancing across APs

>Fast Roaming with 802.11i key caching (PMK)

>Provides support for converged Voice, Video 

and Data
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Securing the WLAN

ÅKey WLAN Security 
Concerns:
ï How are users authenticated?

ï Are user sessions encrypted?

ï Is the WLAN protected from worms and 

viruses?

ï Is the WLAN protected from hackers?

ï Can we prevent, find and remove 

unauthorized clients and APs?

ï How are user and application access 

managed?

Securing
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Rogue AP

User

Eavesdropper

Main Security Threats:

Fake AP

Enterprise AP

Enterprise

Network

Wired Device 

with WLAN 

card in ad-hoc

Authenticate and Scan

Encrypt

Isolate

Isolate

Detect

Detect
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Bluesocket Secures Users and Applications

LDAP, Radius, 

Microsoft AD, 

NTLM, 801.x

Bluesocket AP

Bluesocket Sensor

3rd Party AP

Internet

Bluesocket   Controllers

Laptops, WiFi 

Phones, GSM/WiFi 

Phones

Users

Managed Protected

Infrastructure/Apps

Policy-based User and 

Application Control, QoS, 

Wireless Intrusion 

Prevention and Detection
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Flexible Secure Authentication

ÅMultiple authentication methods
ïIPSec (DES, 3 DES, AES)

> Digital Certificates, Pre-shared key

ïL2TP over IPSec

ïPPTP

ïBrowser-based Auth (SSL)

ï802.1x, WPA (LEAP, PEAP, TLS, TTLS, FAST), 
WPAv2

ïMac-based authorization

ÅMultiple Authentication 
Servers/Types
ï802.1x

ïRADIUS, LDAP, and Active Directory

ïWindows Domain

ïTransparent Windows Login

ïTransparent 802.1x Login

ïSecure Tokens

ïKerberos

ïCosign, CAS, Pubcookie
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Securing with Encrypted Links
Keeping user session data safe from eavesdropping

ÅLayer 2: On the AP (RC4 AES)

ÅLayer 3: On the controller
ï IPSEC (DES, 3 DES, AES)

ï PPTP

ï L2TP

ÅDesigned for a Local Area Network environment  
(High Bandwidth)

ÅStandards-based Implementation with no 
proprietary client

Internet

Intranet
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Bluesocket Matches Users with Applications and 
Enforces Security, Bandwidth and QoS Policies

A real deployment require more roles than just ñemployeesò and ñguestsò

Guest Employee VoIP Admin

Authentication Browser LEAP MAC Windows Domain

Encryption WPA WPA2 Firewall-only WPA2

Bandwidth 256Kbps (shared) 1Mbps/1Mbps 200Kbps/200kbps 512Kbps/512Kbps

QoS Best available Burst Exclusive Best available

Access Rights Internet All IP PBX Servers

Schedule 8am ï5pm, M-F 24/7 24/7 24/7

Location Lobby All Warehouse NOC

Client Scan 
Checkpoint OPSEC *

Port lock if worm; 
quarantine if DoS

Port lock if worm; 
quarantine if DoS

Port lock if worm; 
quarantine if DoS

Port lock if worm; 
quarantine if DoS

* Integrated into Bluesocket controllers
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End-Point Integrity
Prevent malware-infected client devices from accessing the WLAN

ÅNo endpoint software required
ï Web-based

ï Scans for worms, trojans, keystroke 

loggers, spyware, etc.

ï Verifies that specific anti-virus app is 

installed           

ï Verifies that specific Windows version and 

patches are installed

ï Can require specific applications to be 

installed and running

ï First step in self-remediation

ÅIntegrated into Bluesocket 
Controllers
ï Check Point OPSEC Partner

http://www.opsec.com/intro/platforms.html
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Bluesocket Detects 

and Protects the new 

threat from infecting 

your network

Unsecured access to 

the Internet can 

compromise a 

studentôs device

Clientless Intrusion Detection / Auto Quarantine
Making sure only ñtrustedò or ñcleanò devices get access to the network

ÅDetectéby user
ÅProtect...Block/Auto Quarantine (for x 
time)
ÅNotify
ï UseréRemediation Page
ï Network ManageréGUI/Alarms/Events
ÅOnce user disinfects their PCéé
ÅRe-authenticate and go

Internet

Campus 

networkX

Corporate 

Research 

Facility

Remote 

Campus

Dorm
Student Center

Remediation 

Page
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Securing the WLAN at the radio level
Identifying and disabling rogue APs and Hackers

ÅAP Combo
ïDistributed sensor overlay system merged 

into the AP

ÅCentralized Sensor
ïñSuper Listenerò

ï20:1 ratio vs. distributed sensors

ïReduces OPEX and CAPEX

ÅBlueView Management System
ïSensor management

ïVisualize RF Security Threats
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BlueSecure IPS Benefits for WiFi Management

RF Spectrum Analysis

Site Survey

Coverage Maps

Station auto-discovery

Rogue detection

Vulnerability detection

Intrusion detection

Location Triangulation of the detected 

WiFi devices

Rogue AP or Rogue client contention

Dashboard Views for system-wide status

Detailed Reporting
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Providing a constant and reliable service
Even more important for VoWLAN deployments

ÅFast Layer2 Roaming:
ï Key Caching

ï Pre-authentication

ï Pro-active key caching

ÅFast Layer3 Roaming:
ï Roaming across IP networks and Bluesecure controllers

ÅResilient service:
ï Dynamic RF for AP signal coverage and outages

ï High Availability and loadsharing clusters of controller

Providing constant and 

reliable service
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Managing the WLAN

ÅBlueSecure Controller-based management (web UI)
ï Monitoring of the AP via the controller:
ï Automatic firmware update for BSAP
ï Dynamic RF adapting to changes in the environment (Neighbor APs, etc.)
ÅBlueView Management System:
ï Auto-discover your WLANs
ï Schedule and Automate provisioning and Maintenance Tasks
ï Real time monitoring and visualization 
ï Secure, remote management
ï Centralised Policy enforcement
ï Powerful reporting
ï Centralized Alarm and Log Management
ï Location Services
Å3rd Party AP Management
ï Configuration & Upgrades
ï Cisco, Proxim, Avaya, 3Com, others..
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BVMS

BSC

BSC

Patch and 

Software 

Updates

Automated 

Policy Updates

Central Point for 

Alarms, Logs and 

Traps

BlueView Management System (BVMS)
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RF Location Services

ÅBlueView Management 
System 
ï Import floor plans/buildings

ï Quickly view RF coverage, power, 
channels, usage

ï Visualize RF issues

ÅLocation
ï One Click on client or AP

ï Locates client/AP on floorplan

ï BlueSecure AP or Centralized Sensor 
provides location data to BVMS

ï Find Rogue APs and location of 
Wireless Attackers

ï Support E-911 requirements
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Bluesocket Delivers Secure VoWLAN

ÅVoice over WLAN 
ï Over 35% will use VoWLAN by 2007

ï Today ïSingle Mode Phones (SpectraLink, 
Vocera, SIP, etcé)

ï Tomorrow ïDual mode Cell/WLAN phones

ï Top issues are QoS and Security

ÅBluesocket and VoIP
ï Existing World-Class QoS (WMM/802.11e, 

Diffserv, Controller marking/prioritization)

ï Subnet Roaming since 2002

ï V5.1 adds stateful firewall monitoring for dynamic 
VoIP protocols (SIP/H.323)

ï First WLAN Controller with integrated SIP Proxy 
for NATôd voice calls

ï Our Stateful Firewall guarantees security even 
with Dynamic Voice Protocols
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ÅComprehensive Administrative 
Controls
ï Administrator Interface for complete controls

ï Reception Interface for simplified guest account creation

ï Batch Guest account creation and management facility

ÅUniversal Authentication
ï Web Login (typical)

ï Ad-hoc account creation through receptionist console

ï Dynamic length of time access for guests

ï Delayed Account Activation potential

ï Used for Wired and Wireless Access

ÅTrusted Devices and Behavior
ï Client Scanning

ï Session IDS

ÅRole/Policy Enforcement
ï Guests identified and traffic flows controlled

ï Access levels and restrictions defined

ÅBuilt-in ñeasy accessò features
ï ñAnyIPò allows access for those with fixed 

network/address settings (no DHCP)

Bluesocket Secure Guest Access
Seamlessly integrates into the IT and billing infrastructure

Guests

Role/Policy

Assigned

Internet

Intranet

Admin 

Console

Receptionist
Bulk Create

Authenticate

Client Scanned
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Achieved with..

Deploying a radio infrastructure

Securing

Providing a constant service

Managing

Back
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Enforcing a ñNo Wirelessò Policy

ÅWhatôs Required?
ï Ability to detect ñrogueò access point

> Also wired client with enabled WLAN interfaces

ï Locate and isolate these ñrogueò devices 

ï Multiple sensor solutions to suit your environment

> Centralized ñsuper listenersò

> Distributed sensors for localized active containment

> AP/Sensor combination to allow addition of wireless later

ï Management and reporting

> Compliance reports

> Alarms and Events to management frameworks

> Location and other visualization

Back
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Bluesocket Intrusion Detection & Protection

Distributed RF IDS Centralized RF IDS

ÅStand Alone

ÅSmall ïMed. Deployments

ÅFeature Rich Requirements

ÅComplex Building Layout

Å1 sensor covers 5+ story bldg

ÅLarge Deployments

ÅLower Cap-Ex, Op-Ex

ÅIntegrated with Controllers

Where to use Where to use
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Distributed vs. Centralized 
Whatôs the right solution for you?

Distributed Centralized

No. of Sensors Required High Low

Sensor Deployment Med Low

Rogue & Alarm Detection Yes Yes

Rogue Connected to LAN 
Detection

Yes No

Location
Accurate Location based on 

triangulation (sensor overlap)

Approximate Location 
based on directional 

antenna

Rogue Containment Yes No/Limited

Admin Access Levels Yes Yes
Back
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Improving an Existing WLAN

ÅBlueSecure Controller
ï Add/Improve Security without the need to replace the current Wireless 

Infrastructure

ï Add SecureMobility® to your existing network

ÅBlueView Management System
ï Add 3rd party management of legacy APs

ï Add centralized policy and configuration management

ï Enable remote wireless Management

ÅBlueSecure Intrusion Protection System
ï Add RF monitoring and reporting

ï Add RF Protection/Active Containment

Back
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BlueSecure Controller in An Existing WLAN

ÅSecure Guest Access
ÅUniversal Authentication
ÅGranular user role/policy enforcement
ÅCo-Exist and interoperate with other Standard environments
ÅSecure Mobility without client-side software
ÅIDS for user traffic
ÅClient Scanning for Trusted Endpoints
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Radius, LDAP,

Active Directory,

NT Domain Server

Corporate

Servers

Subnet A

Subnet B

1. Client associates with AP and 
receives an IP address,     
optionally using WPA (802.1x)      or 
VPN for security

2. Client roams to new subnet or 
roams out of radio coverage and 
returns

Bluesocket Secure MobilityÊ Matrix allows for 
seamless roaming as users move across multiple 
subnets securely

3. Bluesocket Secure Mobility 
recognizes roaming event and 
provides client with the same 
initial IP address

168.1.1.1

2 3

G
R

E
 T

u
n

n
e

l

1

Bluesocket Seamless, Secure MobilityÊ
No Client Software, No Infrastructure Changes, No Mobile IP

168.1.1.1

Corporate 

Network

4. Bluesocket Secure Mobility can 
be used for VLAN roaming within 
a single controller as well
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Multi-Vendor 

Wireless Networks

Bluesocket Supports Multi-vendor Environments

ÅUser-Level Security
ÅClient Scanning without Client Agents
Å3rd party AP management

Campus

Network

Corporate 

Research 

Facility

Remote 

Campus

Multiple 

Access 

Points

Multiple 

Client 

Devices

Bluesocket
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Bluesocket Intrusion Detection & Protection

Centralized RF IDS Integrated RF IDS

BlueSecure 
Access Points

AP / Sensor

Å1 sensor covers 5+ story bldg

ÅLarge Deployments

ÅLower Cap-Ex, Op-Ex

ÅIntegrated with Controllers

ÅAP and Sensor

ÅUtilize existing WLAN

ÅIntegrated with Controllers

Where to useWhere to use

Back
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Bluesocket Updates and 
Information

ÅQ1-2006

Back
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Bluesocket Announcement from Dec 2005

ÅBluesocket Secure Voice
> Stateful firewall inspection for dynamic voice traffic such as H.323/SIP

> Integrated SIP Proxy

ÅDynamicRFÊ for converged Voice, Video and Data
> Automatic AP channel and power adjustments

> Client Load Balancing across APs

> Fast Roaming with 802.11i key caching (PMK)

ÅBluesocket RF Intrusion Detection
> Bluesocket Access Points act as AP only, Sensor only or AP/Sensor at the same time

> Rogue Client and Access Point Containment & over 50 RF Alarms

ÅLocation Services
> BlueView Management System shows user and AP location along with coverage heatmaps 

on actual floor plans

ÅBluesocket integrates Check Point Integrity Clientless Security
> Windows Patches, AV software and Worms/Trojan/Spyware/Dialers/Keystroke logger 

protection

ÅMember of the Avaya DevConnect Partner Program
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Bluesocket Announcement BVMS V2.3

Å3rd Party AP Management
ï Cisco APs

ï Proxim APs

ï Avaya APs

ï 3Com APs

ÅPush Patches, Firmware, Configuration
ï Configuration Templates

ï Automated Firmware Updates

ï Monitoring Status

ÅAvailable March 2006

Back
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Bluesocket Competitive 
Information

ÅQ1-2006

Back
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Cisco Products

ÅWireless Controllers

ï Model 2000 ï6 APs $3250

ï Model 44xx 

> 12 APs $9,995

> 25 APs $14,395

> 50 APs $19,995

> 100 APs $34,995

ÅñLightò APs

ï Model 1000 w/internal antennas $599

ï Model 1000 w/external connectors $799

ÅManagement System

ï Wireless Control System (WCS)

> $5,995 for 50 APs

> $50,000 for unlimited

ÅWiSM

ï Blade for Cat6500 @ $45,000




























